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ABSTRACT 
The advent of e-commerce has created new financial needs that in many cases cannot be effectively 
fulfilled by traditional payment systems. Prepaid cards, originally conceived as a convenient way 
for consumers to pay for telephony access, are currently being repurposed for general use as 
payment mechanism on the Internet. The significance of Authorization and Importance of 
encryption influence the perceived security of E-finance transactions. In this paper we consider 
scratch-off card (scratch card) used for institutions online registration payment taking Nigeria as 
the case study. We develop a new approach for adding more security to the current prepaid scratch 
card payment approach used for online registrations.  We added the use alphanumeric code instead 
of serial number, which is cumbersome considering the number of generated scratch cards every 
year.  In addition, we employ standard security mechanism using MD5 cryptographic hash function 
to encrypt the scratch card details saved in the database. This will enhanced the security of the 
prepaid scratch card payment system. We describe the current approach and proposed approach 
using activity diagram. 
Keywords: security; prepaid scratch card; online registration; e-payment; pin number; 
alphanumeric code. 
                       

INTRODUCTION 

 
Technological advances continue to allow more and more individuals and businesses to shift toward 
the electronic delivery of information instead of the exchange of paper-based documents. Examples 
of this migration include the use of email instead of traditional mail service, the delivery of real-
time news via the Internet instead of a physical newspaper, and the payment of bills using online 
transfers and prepaid cards instead of mailing checks.                                                                           

 
Online registration is a system that helps to easily manage students while also providing added 
bonuses, with a main goal being to ease the transfer of information. The education system requires a 
tremendous amount of data and documentation, and this online registration solution allows 
institutions to focus less on processing paperwork and more on meeting the educational needs of 
their students by having a cost-efficient, secure registration process that allows for easy access to 
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student files [1]. Intranets and portals are supposed to provide an infrastructure through which end-
users can gain effective access to information sources needed to assist in daily tasks such as 
effective decision making, planning and research [2].                                                                            

 
Prepaid payment cards provide access to monetary funds that are paid in advance by the cardholder. 
While there are many different types of prepaid cards that are used in a variety of ways, they 
typically operate in the same way as a debit card and ultimately rely on access to an account. There 
may be an account for each card that is issued or, alternatively, there may be a pooled account that 
holds the funds prepaid for all cards issued. The cards may be issued by, and accounts may be held 
at, a depository institution or a non-bank organization; pooled accounts would be normally held by 
the issuer at a bank.                                                                                                                                 

 
Prepaid cards can be issued for limited or multiple purposes. Limited-purpose or closed system 
prepaid cards can be used for only a limited number of well-defined purposes and their use is often 
restricted to specific points of sale or for specific services. Examples include merchant-issued gift 
cards, prepaid long distance service, school registration, mobile telephony prepaid cards and mass 
transit system cards. These cards may either be limited to the initial value posted to the card 
(nonreloadable) or may allow the card holder to add value (up to a certain limit) and reuse the card 
(reloadable). The issuer of the card or its service provider typically operates the network on which 
the cards can be used. The value on the cards generally is linked to a prepaid account established by 
the issuer or service provider. Transactions are processed in a similar fashion to transactions 
involving debit or credit cards. We developed an enhanced prepaid scratch card payment approach 
based on closed system prepaid cards.                                                                                                    

 
Multipurpose or open-system prepaid cards can be used across a broader range of locations for a 
wider range of purposes. Such cards may be used on a national or international scale but may 
sometimes be restricted to a certain geographical area. Multipurpose cards may be used by the 
person who purchased the card or by someone else. Examples include payroll cards and general 
purpose “cash cards” for individuals without bank accounts or a credit card. These cards are usually 
associated with a card payment network, such as Visa or MasterCard, which permits them to be 
used in the same manner as a debit card to make purchases or to get cash from an automated teller 
machine (ATM). Some issuers do not require the cardholder to have a depository account. These 
cards are distributed by merchants, depository financial institutions, and money/value transfer 
(MVT) systems for a variety of purposes.                                                                                               

 
Prepaid cards, originally conceived as a convenient way for consumers to pay for telephony access, 
are currently being repurposed for general use as payment mechanism on the Internet. The driving 
force behind this shift is the realization that the cards, which can be purchased through convenience 
stores and other retail outlets, address the payment needs of:                                                                 

 
• Teenagers with online access, disposable income, but no credit card; 
•  Individuals who hesitate to purchase online because of privacy fears; 

 
The total size of this opportunity is hard to estimate, given the demographic overlap of targeted 
consumers and differences in national payment markets around the world, but it is believed to be 
significantly large enough that dozens of companies, both startups and incumbents, are currently 
vying to retool and deploy prepaid cards as an online payment mechanism.                                         

 



Bello Alhaji Buhari et al                                                 J. of Eng. & Techn. Res., 2014, 2(6):53:59 
  

 

55 
 

Prepaid cards that are used for online payments are typically distributed as simple scratch-off cards, 
embossed plastic cards, or magnetic stripe cards. The cards are available in different denominations 
and can be purchased from a retailer with any payment mechanism, but most typically anonymous 
cash. As distributed to retailers, the cards are inactive and must be activated prior to use as a 
payment instrument.                                                                                                                                

 
In this paper we consider scratch-off card (scratch card) used for institutions online registration 
payment, taking Nigeria as the case study. These include WEAC, NECO, NABTEB, JAMB and 
Schools and Institutions online registrations. We develop a new approach for adding more security 
to the current prepaid scratch card payment approach used for the mentioned online registrations.  
We added the use alphanumeric code instead of serial number, which is cumbersome considering 
the number of generated scratch cards every year. The serial number used has fixed alphabetic part 
with an incremental number. In addition, we employ standard security mechanism using MD5 
cryptographic hash function to encrypt the scratch card details saved in the database. This will 
enhanced the security of the prepaid scratch card payment system. We describe the current 
approach and proposed approach using activity diagram. And lastly, we compare the current and 
proposed approach by describing the enhance component in the proposed system.                               

RELATED WORKS 
 

Research in online registration include Olasina [1] who did a research on Students’ Perceptions of 
E-Registration at LadokeAkintola University of Technology, Cao and Budnick in  [3] on what 
Social Factors Affect Students' Use of Online Registration, Matovu [4] in a study titled, availability, 
accessibility and use of ICT in management of students’ academic affairs in Makerere University 
and Adeyegbe’s  [5] research focused on establishing the process change resulting from the 
deployment of Information Technology (IT).                                                                                         

 
Before the Internet really took off, several developments in the e-payments field had already taken 
place - all relevant to later Internet payment systems. We let the pre-history end in 1992, when the 
World Wide Web became a success and the number of IP-Servers exceeded one million.                  

  
Prepaid cards were introduced in the payments market at the end of the 1990s as an alternative to 
credit cards (which require the card issuer to evaluate the cardholder’s minimum level of 
creditworthiness) and debit cards (which entail the existence of a payment account at a bank or a 
financial institution). Prepaid cards began as a device used to pay for goods and services where the 
issuer does not need to conduct any analysis on the cardholder’s credit standing, or bear the costs 
for opening and managing a payment account. Many prepaid cards may now be used to withdraw 
cash from automated teller machines (ATMs) including internationally. In addition, some of them 
provide the possibility of person-to-person transfers.                                                                             

 
There are researches pertaining securing of e-payments systems. The importance of Authorization 
and Importance of encryption influence the perceived security of E-finance transactions is agreed 
by Ma'aitah and shtat [6]; these features can contribute toward enhancing the perceptions of the 
users that the web and online transactions including E-Finance transaction are secure, and 
encourage them to use the online system and do financial transactions online. Tsiakis and 
Sthephanide [7] discussed the concept of security and trust in electronic payments.  Actually e-
commerce relies on security and so it has grown to be the most significant concern for its expansion 
[8]. These payments are done on the web, so the web security system must escape unauthorized 
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users to use the computer system and manage access to the network from inside and outside the 
organization [9], [10].                                                                                                                              

 
MATERIALS AND METHOD 

 
The advent of e-commerce has created new financial needs that in many cases cannot be effectively 
fulfilled by traditional payment systems. For instance, new types of purchasing relationships-such 
as auction between individuals online, recharge of mobile phones-have resulted in the need for 
peer-to-peer payment methods that allows individuals to e-mail payments to the other individual or 
make payment without knowledge of payer account number or much details. Recognizing this, 
virtually all interested parties (i.e. academicians, government, business community and financial 
service providers) are exploring various types of electronic payment system and issues surrounding 
electronic payment system and digital currency. Some proposed electronic payment systems are 
simply electronic version of existing payment systems such as cheques and credit cards, while, 
others are based on the digital currency technology and have the potential for definitive impact on 
today’s financial and monetary system. While popular developers of electronic payment system 
predict fundamental changes in the financial sector because of the innovations in electronic 
payment system [11]. Electronic payment system refers to the automated processes of exchanging 
monetary value among parties in business transaction and transmitting this value over the 
information and communication technology networks, [12]. 
First, we simulate the current prepaid scratch card payment system in Nigeria with the aid of 
activity diagram taking WEAC, NECO, NABTEB, JAMB and schools and institutions online 
registrations into consideration.  An Activity Diagram as defined by the Unified Modeling 
Language (UML) [13] models procedural actions, the sequencing of actions (control flow), and 
conditions for coordinating behaviors. Basic Activity Diagrams may be elaborated with UML 
features to describe the object flow between actions (inputs and outputs) and other relevant 
information. Based on the model we then look for opportunity for improving the security of the 
scratch card payment system approach.                                                                                                  

 
Second, based on the improvement opportunities highlighted from the current system, we select 
those that are significant. We then re-model the current model, using activity diagram, to 
incorporate the enhance security features, we proposed, for the new scratch card payment system 
approach. We support our new approach with reasons.                                                                          

 

CURRENT PREPAID SCRATCH CARD PAYMENT APPROACH 
 

All prepaid programs operate on the same core premise: a positive balance is loaded into an account 
associated with a card and drawn down through purchase activity. Actually, the value is not literally 
loaded ‘on the card’ but is reflected into an account on provider’s server. Prepaid programs are 
powerful solutions for facilitating access to and spending one’s money with greater security and 
efficiency than cash or cheques. The institutions that issue the specific prepaid products develop the 
detailed features including maximum and minimum value limits, fees and terms of use. 
 
Prepaid scratch cards look and function like a credit card at the point-of-sale or on Payment 
Gateway on Internet, Mobile or Phone. Merchants handle the card just as they would handle a credit 
card. Most of the prepaid scratch cards carry the same security protection features as other 
Credit/debit cards.                                                                                                                                    
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In Nigeria prepaid scratch cards are used for airtime recharge. The available GSM providers are: 
MTN, GLO, AIRTEL, etc. In addition they are also used for examinations registration like WAEC, 
NECO, NABTEB, JAMB, etc. Further, most online institutions admission and registrations 
payments are done using prepaid scratch cards.                                                                                      

 
GSM providers’ airtime recharges and WAEC registration used only pin number approach. But, 
NECO, NABTEB and JAMB add additional security of using both pin number and serial number 
approach. In our activity diagram model we consider online registration system to describe the 
current prepaid scratch card payment approach in Nigeria. This can be shown in figure 1.                   

 
The institution manufactures the prepaid scratch card and save the scratch card details on the 
database server. Candidates including applicants and students bought the scratch card. To register 
with the system, they provide both pin number and serial number to the system. The system checks 
both whether the pin number is available in the database and the corresponding serial number is 
equal to the provided serial number. It also confirms whether the pin number is not already used. If 
the provided scratch card details are valid the system confirms the payment, update the database and 
allow the candidate access to registration sections.                                                                                 

 
The pin number for all the examination bodies and institutions are numeric. Most serial numbers are 
alpha numeric but the alphabetic part is constant or fixed. The fixed alphabets are the first serial 
numbers digits and most are abbreviation of the examination body followed by another two numeric 
digits signifying year and an incremental value.                                                                                     

 

PROPOSED PREPAID SCRATCH CARD PAYMENT APPROACH 
 
The current prepaid scratch card payment approach is using pin number and serial number. The 
serial numbers are cumbersome considering the number of candidates for each of the examination 
body each year. So, at time goes by, the serial number digits length will be greater than the pin 
number length, which is fixed – mostly 12 digits.   Also, the alphabetic part does not add security to 
the serial number because it is fixed or constant.  Lastly, standard security mechanism like 
cryptography is not employed in saving and updating the prepaid scratch card detail to avoid 
security treats.                                                                                                                                          

 

 
Figure 1: Activity diagram form current prepaid scratch card payment approach 

 
As the result of these limitations we proposed a more secured prepaid scratch card payment 
approach. In our approach instead of serial number an auto generated alpha numeric code is going 
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to be used. The alpha numeric code length will be less than the pin number length, preferably 8 
digits length.  So, pin number and alphanumeric code are used instead of pin number and serial 
number. Furthermore, MD5 cryptographic hash function is used to encrypt the scratch card details 
and save on the database server.  This will enhance the security of the payment system. The 
proposed prepaid scratch card payment approach can be shown in figure 2.                                        

  
 

 
Figure 2: Activity diagram form proposed prepaid scratch card payment approach 

 
In our proposed approach the institutions manufacture the scratch cards, encrypt the scratch card 
details and save on the database server. Candidates bought the scratch card. Here, they should 
provide pin number and alphanumeric code in order to have access to registration sections.  Because 
the scratch card details on the database are encrypted, the provided scratch card details by the 
candidates has to be encrypted before they will be confirm with the saved scratch card details on the 
server. If the provided scratch card details are valid the system confirms the payment, update the 
database and allow the candidate access to registration sections.                                                           

 
CONCLUSION 

 
The emergence of e-commerce has created new financial needs that in many cases cannot be 
effectively fulfilled by traditional payment systems. For instance, new types of purchasing 
relationships-such as auction between individuals online, recharge of mobile phones-have resulted 
in the need for peer-to-peer payment methods that allows individuals to e-mail payments to the 
other individual or make payment without knowledge of payer account number or much details. 
Recognizing this, virtually all interested parties (i.e. academicians, government, business 
community and financial service providers) are exploring various types of electronic payment 
system and issues surrounding electronic payment system and digital currency. Some proposed 
electronic payment systems are simply electronic version of existing payment systems such as 
cheques and credit cards, while, others are based on the digital currency technology and have the 
potential for definitive impact on today’s financial and monetary system. While popular developers 
of electronic payment system predict fundamental changes in the financial sector because of the 
innovations in electronic payment system [11].   
 
Prepaid cards, originally conceived as a convenient way for consumers to pay for telephony access, 
are currently being repurposed for general use as payment mechanism on the Internet. Prepaid cards 
that are used for online payments are typically distributed as simple scratch-off cards (Which are 
considered in this research paper), embossed plastic cards, or magnetic stripe cards. The cards are 
available in different denominations and can be purchased from a retailer with any payment 
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mechanism, but most typically anonymous cash. As distributed to retailers, the cards are inactive 
and must be activated prior to use as a payment instrument.                                                                  

 
In the current, pin number and serial number approach is used. It does not employ cryptographic 
hash function mechanism. But in the proposed system, pin number and alphanumeric code approach 
is used. The proposed approach also employs MD5 cryptographic hash function mechanism to add 
more security to the approach.                                                                                                                 

 
We intended develop a formal specification for the proposed scratch card payment approach. Also, 
mathematical model can be developed for the approach in other to verify the correctness and fitness 
of the proposed model for the approach. Based on this approach an online prepaid scratch card 
payment system can be developed for the considered institutions in Nigeria.                                        
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